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b :—) ad 5l Explore ilgtion Pages Globalization

Edit Permissions...

0 Add Application... |
Add Virtual Directory...

T aspn —_

b CertE Manage Application , -

e : : -

3 EMSI G5 Refresh ;_E @| 2 -
K Remove entic... Compression  Default Directory  Error Pag
= Switch to Content View Document  Browsing

& B

Request  55L Settings
Filterinn

) ZFVr—o320EM 54 7ATICUTORBBREAAL TS,
® T A1)7R:fxrmsext
o MIE/\X: C:¥inetpub¥wwwroot¥ wmcs¥fxrmsext

Add Application [ > B

Site name:  Default Web Site

Path: /_wmcs
Alias: Application pool:
[pamsext | [.oRMsAppPoolt || select..

Example: sales
Physical path:
|C:\inetpub\wwwroot\wmcs\f’xrmsad: | IZI

Pass-through authentication

| Connect as... | | Test Settings...

[] Enable Preload

oK | | Cancel

h) BERBFHROMERI/EYIRINDZ & FEET BIZ(E. Windows REEFEMIZL T,
EBARBAEAMCL TS, BHERC 2D lMxmsext] 2 1Jvo LT, Th
Mo TEBEE] 28T 1) w9 LTLEEL,

J—bh: TAREDREMERERT 5D PDF 77 IJLIZAES 7T X L
THEEEINE &5, DHEESATVET,
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@ » DRS » Sites » Default WebSite » _wmes » furmsext »
File  View Help
ST H? /_wmcs/fxrmsext Home
----- ?ﬂ Start Page . —
Filter: + WGo ~ Show All |G : A
293 DRS (FRMS\administrator) Hher ¥ Go - (g Show Al | Group by: Area
@ Application Pools ASP.NET
a-[6] Sites P ‘ . F 15
a0 Default Web Site & ‘Qﬁ @ EEJ o B
A ,“_“ _wmcs MNET MNET .MET Error MNET .MET Profile .NET Reles .NET Tr
© b admin Authorizat.. Compilation ~ Pages  Globalization Level
|‘> é“ certification r_.‘
Dé‘ decommission
l>.:,‘ groupexpansion SMTP E-mail
b
- 13
[ aspnet_chen § R -
b-ﬁ CertEnroll L@ @ h E ﬁ
P.“_,‘ CertSry EQE @ gj 3
ASp brpression  Default Directory  Error Pages Failet
Document  Browsing Request”
%‘ & | Configure authentication settings for sites and applications |
Request 550 Settings
Filterinn

) ERFBEIZEEMICL.

Windows FREEF#EMICLE T,

[ » DRS » Sites »

Default Web Site » _wmecs » furmsext »

File  View Help
@ -z
e ?ﬂ Start Page

.93 DRS (FRMS\administrator)
. @ Application Pools
a.[@ Sites

4 Default Web Site

Dé‘ certification
v B dararemicion

2. SQL MERE

u? Authentication

Group by: Mo Grouping ~

-

MName Status Response Type
Anonymous Authentication Enabled

ASP.MET Impersonation Disabled

Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Disabled HTTP 401 Challenge

a)

b)

ROGHESBLTLEEL,
C:¥inetpub¥wwwroot¥_wmcs¥fxrmsext

J74)L Webconfigl 2RV ) vy > TS5 LMhGHL

(Notepad) #:ERL THZTET,

> A E0R

322



c)

d)

e)

Foxit PhantomPDF

User Manual
frrmsext
Share View
;v Computer » Local Disk (C:) » inetpub » wwwroot » _wmcs » farmsext v & | E
MName - Date modified Type Size
J bin 7/1/2014 7:54 AM File folder
ds #| fermsextservice.asmx 3/4/201410:18 PM ASP.NET Web Ser... TKB
aces j Web.config Frasmaam-a AM O CONFIG File 2KB
Open
Edit
Tts Open with b | e Microsoft Visual Studio 2010
Restore previous versions | j MNotepad
Send to 3 Choose default program...
Cut
Copy
Create shortcut
Delete
Rename
Properties

Windows SBEE A LT SQL H—N—I2A5 (4 VT 5BE8(F.IP 7 FLXO
VEA—4—REANLTHREEL, SQAL Y—N—DEREEET I2LENH Y
E3 2

<appSettings>
<add key="MyDB"

value="Servers5QL2005) DataBase=RMSExtService;

Integrated Security=SSPI; Persist Security Info=False" >
</add>

J—hk: OVEa2A—4F2—RIZT-] #ELHEEIE. SQL2012 UEEFIALTLVS
MNTHEZRLEEL,

SQL Server BEFAEAL T SQL H—/N\—(2O5 4 > T BBEIE. LLTOFIEE
ETLTLESL:
I Server=SQL2005; DataBase=RMSExtService; User ID=myUsername;
Password=myPassword] #3E—LE9,
['Server=SQL2005; DataBase=RMSExtService; Integrated Security=SSPI,
Persist Security Info=False] [ZBEY T, BEEHMZ T 2L,

le Edit_Format

<?xml version="1.8"2>
<configuration>
o

|"Ser‘ver=SQL2895; DataBase=RMSExtService; User ID=myUsername; Password=myPassword"

->

<appSettings> \
<add key="MyDB"
value%"&rver:SOLzaas; DataBase=RMSExtService; Integrated Security=SSPI; Persist Security Info=False"]>
<fadd>

</appSettings>

SQL H—N—DIERELEELET, P 7 FLRFEIFavEFa—4—%%
ABLZET,

A—H—ID ENRT—RELEELET,

EHEEFRFELTLLESLY,

T—AR—RET—TLEERLET,
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i. EEHEELTSQLY—NN—(zOd14 > LET,
i. BIIEETAHArO—KLT= WebServicezip ™5 lsqll Z74ILEAFLT
(&L,
i. ERIFANEZTITLIVYILTC. T—EIR—RET—TLEERLET,
Tnhin, TET] 29092 LTLESLY,

i CreateDatabaseRMSExtService.sqgl - DRS.RMSExtService (sa (53)) - Microsoft SQL Server Management Studio (Administrator) == -
File Edit View Query Project Debug Tools Window Help
E 5 | Newuey [ EREH | 8 a9 - & - B0 b R
P8 4| RwsExtservice <[l ¥ Eccute | b Debug ® o 35 ol |7 e | ELEY | = 2 .
Object Explorer \ onitor CreateDatabaseRMSE.. xtService (sa (53)) X_
Connect ~ i@ T (2] . EIif object_id('RMSExtService') IS NULL +
A Ject_ ==
51 |J AppMng_Service_DB_12825806c2c040b9e3de259a68c 1 3ed |~ E:EATE DATABASE RIMSExtService o
= lJ Bdc_Service_DB_50bbb62%deT4cac9a7295301bbdcdel3
= | DRMS_Config_drs_frms_com_443
# | DRMS DirectoryServices_drs_frms_com_443 G0 =
® | J DRMS_Logging_drs_frms_com_443
# | J Managed Metadata Service_b11ad53219824fc698b63%daabed| _ FIIF not exists(select * from [RMSExtService].[dbe].[ConfigurationInfe])
% | PerformancePoint Service Application_087793ec5c3f4c6c0908 — INSERT INTO [RMSExtService].[dbo].[ConfigurationInfo]{[RevocationInterval
@ | ReportServer Go
= L ReporiServerTempDE FICREATE TABLE [RMSExtServicel.ldbel. [DecInfel([ContentID] [varchar](58) NO
= | RMSExService [TemplateName] [varchar](5@) NOT NULL,
# [ Database Diagrams [Creator] [varchar](5@) NOT NULL,
# [ Tables [FileName] [nvarchar](58) NOT NULL,
# [ Views [CreateDate] [datetime] NOT NULL,
= 3 Synonyms [PrintTimes] [int] WOT NULL,
21 Programmability [OpenTimes] [int] NOT NULL,
# 3 Service Broker [RevocationFlag] [bit] NOT NULL,
sRevocati it] NOT NULL) MARY
% £3 Storage . [IsRevocation] [bit] NOT NULL) ON [PRIMARY]
# [ Security “
) lJ RMSLog o 100% =~ < m >
< —0 N Y 2 Connected. (1/1) DRS (11.0RTM) | sa (53) | RMSExtService | DD:00:00 | O rows

f) RMS OEBEICT—IAR—XDIEEDOHAIEZRELET,
. e) AYA—Fy M UTH A= 3 2H—EX(IS : Internet Information
Services) ZFEE Y,
ii. BRSNS [7PT)5—a0T—)L) #9)vo L, ID OIEEMS
ThoU MEREZAFLTLESLY,

L
®0

Internet Information Services (I1S) Manager

|_;’ » DRS » Application Pools

File View Help
Connections
CMETETY
.6 Start Page
4.8 By

qgl Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, cor

denin applications.,

Application Pools
FECIR Filter: + W Go - g Show All | Group by: No Grouping -
2 & Default Web Site

- MName - Status {NET Fram... Managed Pipel.. Identity Applications
4 F wmes F NET v4.5 Started 4.0 Integrated ApplicationPoolldentity 0
¥ admin =
4 ‘-;-i i 2} NET v4.5 Classic Started w40 Classic ApplicationPoolldentity 0
certification EL-f DRMSAppPooll Started  v4.0 Classic | FRMS\rms_service | 7
[ decommission =
b groupexpansian L2} DefaultAppPool Started w40 Integrated ApplicationPoolldentity 2
b L? licensing
b LP Frarmsext

-] aspnet_client

ii.  SQL Server Management Studio #B &£,
iv. EF¥aUT4q > 0542 #BELTIEEL,
V. RMSEEED7HVY IHEHRINTOEINERLTLIZEL,
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45 CreateDatabaseRMSExtService.sgl - DRS.RMSExtService
File Edit View Query Project Debug Tools Window Help

Pl - Sl @ | S NewQuey [3jiBph 5| & 2B
;'J_gyj‘| ! Execute b Debug ¥ o |

Object Explorer
Connect~ 33 3 il Edz
+ [__J W55_Legging ~
= [ Security
= [ Legins

&, #2MS_PolicyEventProcessinglogings
&, ##MS_PolicyTsqlExecutionLogin#
A FRMS\Administrator

% FRMSirms_lo

4 FRMS\rms_service I

% FRMS\sp_admin

NT AUTHORITYV\SYSTEM

NT Service\MSSOLSERVER

T SERVICE\ReportServer

INT SERVICE\SOLSERVERAGENT

INT SERVICENSQLWriter

INT SERVICE\Winmgmt

2

+ [ Server Roles

+ [ Credentials

# [ Cryptographic Providers

l\-ml\-

bbb

< m ¥

BERINTVEIERIF. ViOFIEEZRFT Y TLTLEEL,

BHRINTWEWNMGSE, TATA2] 267 )y LTHAZa—&Y T#H

Luhadqr) BRLTLEEL,

E CreateDatabaseRMSExtService.sgl - DRS.RMSExtService
File Edit View Project Debug Tools Window Help
Pl il (S e @ [ A NewQuey [y rfph | 4 2 B9

i e H):| RMSExtService | ¥ Execute b Debug W |
Object Explarer * 3 x
Connect~ @ ad @ E;
+ [J WS5_Logging ~
= [ Security
sfl] Logins
&, 82 New Login... intz
& ## Filter y F
A FR
AR Start PowerShell
& FR Reports 3
A FR -
A NT Refresh
A NT Service\MSSOLSERVER
A NT SERVICE\ReportServer
A NT SERVICE\SQLSERVERAGENT
S NT SERVICE\SQLWriter =
A NT SERVICE\Winmgmt
A sa

¥ [ Server Roles
# [ Credentials
+ [ Cryptographic Providers

< m >

A4 B%EAALTIOKI 20Uy  LET
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Selectapage .
e Gen:ral S seint ~ [[rep
12 Server Roles
2 User Mzpping Login name: [FRMS\ms_service | | Search... |
ﬁ Securables
g Status (®) Windows authentication
() QL Server authentication
Password: | ‘
Confim password: | ‘
[] Specify old password
Qld password: | ‘
Enforce password policy
Enforce password expiration
User must change password at next login
O Mappedto certficate | v ‘
) Mapped to asymmetric key | v ‘
c 5 [] Map to Credential | VH Add
Server: Mzpped Credentials Credertial Provider
CRS
Connection:
sa
i@ Wiew connection properties
Progress Remove
Ready Default database: |rr|aster v ‘
Default language: | <default> v ‘
ok | [ Cancel |
|

RMS EBEEZ T —4XN—AMBEICHKELES.

5 Serpt ~ [ Help

Connection

Server:
RMS

Connection:
FRMS'\administrator

33 View connection properties

Progress
Ready

Users mapped to this login:

Map Database
O Report Server

User

Default Schema

Search_Service_Appli...
Search_Service_Appli...
Search_Service_Appli...
Search_Service_Appli...
Secure_Store_Service...
SharzPoint_AdminCon

]oooOooge

[>

<]

[] Guest account enabled for: RMSEx Service

Database role membership for: RMSExt Service

["] db_accessadmin
["] db_backupoperator
["] db_datareader

["] db_datawriter

["] db_ddladmin

[ ] db_denydatareader

=

[ public

RELFET

SQL Server #r < %+ — < ¥ —®0.SQL Native Client DR DB TFIZH B4
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SA7orFARINL] FEIRL, TCPIP 2R Y yH A=a—&Y 70O

BLTCESL,

Sql Server Configuration Manager

File Action View Help

CEEEEN

48 sS0L Server Configuration Manager (Local)
[ 50L Server Services
ﬂ SOL Server Network Configuration (32bit|
b 2 SQL Native Client 11.0 Configuration (321
b 4. S0L Server Network Configuration

a B SOL Native Client 11.0 Configuration
&, Client Protocols
¥ Aliases

Protocol

Name Order Enabled
%~ Shared Memory 1 Enabled
- TCR/IP 2 Enabled |
% Named Pipes 3 Enabled

Enabled
Keep Alive
Keep Alive Interval

=]
I Default Port Ilg

Yes
30000
1000

Default Port

Default port on which connection will be made

OK

< ] >

Cancel Apply

Help

Windows 7 74 7 4+—JL] BT ME#M%El #0 Vv I LFET,

@ @ A |ﬂ » Control Panel » Systern and Security » Windows Firewall

v & ‘ ‘ Search Control Panel

2]

Control Panel Home

Allow an app or feature

through Windows Firewall
@ Change notification settings

'S' Turn Windows Firewall on or
off

@' Restore defaults

& Advanced settings

Troubleshoot my network

See also
Action Center
Metwork and Sharing Center

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious seftware frem gaining access to your PC through the

Internet or a network.

l @ Domain networks

Connected @

Metworks at a workplace that are attached to a domain

Windows Firewall state:

Incoming connections:

Active domain networks:

Notification state:

On

Block all connections to apps that are not on the list

of allowed apps

E frms.com

Do not notify me when Windows Firewall blocks a

new app

l @ Private networks

Not connected @‘

l @ Guest or public networks

Not connected @‘

ZIEDRA 20 ) v I LET,
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File Action View Help

Naine Goup - |inboundRules A

rli Connection Security Rules gSQL1433 h New Rule...
b ﬁ Monitoring Teamv!ewer Remote Control App\!cat!on =[P Filter by Profile ,
@Teamwewer Remote Control Application i
@Teamviewer Remote Control Service T Filter by State 4
@Teamviewar Remote Control Service T Filter by Group »
. BranchCache Content Retrieval (HTTP-In)  BranchCa View N

. BranchCache Hosted Cache Server (HTT... BranchCa

@ BranchCache Peer Discovery (WSD-In) BranchCa |G Refresh
.COM+ Metwork Access (DCOM-In) COM+ Ne |:=b Export List...
. COM+ Remote Administration (DCOM-In) COM-+ Re E Help

0 Core Metwerking - Destination Unreacha... Core Mety
0 Core Metwerking - Destination Unreacha... Core Mety
@ Core Metwerking - Dynamic Host Config.. Core Metv
@ Core MNetwerking - Dynamic Host Config... Core Nety
@ Core Networking - Internet Group Mana...  Core Nety
0 Core Networking - IPHTTPS (TCP-In) Core Nety
0 Core Networking - IPvb (IPvb-In) Core Nety
0 Core Networking - Multicast Listener Do, Core Nety
0 Core Networking - Multicast Listener Qu...  Core Netv
@ Core Metwerking - Multicast Listener Rep... Core Mety
0 Core Metwerking - Multicast Listener Rep... Core Mety

0 Core Metwerking - Meighbor Discovery A.. Core Mety
< m X[ < m k4

MFLWRANL..D 2200y ILES,

File Action View Help
e z1E = H

@ Windows Firewall with Advancy e LT
nbound Rules Name Group -

&% Outbound Rules 05{1\.1433
C ction 5 Rul
r‘ ennection Security Rules @Teamviewer Remote Control Application

Mew Rule...

b %L Monitoring @Teamviewer Remote Control Application || % Filter by Profile ’
(@ Teamviewer Remote Control Service 7 Filter by State 4
@Teamviewar Remote Control Service F Filter by Group »
. BranchCache Content Retrieval (HTTP-In}  BranchCa View »

. BranchCache Hosted Cache Server (HTT... BranchCa

.BranchCache Peer Discovery (WSD-In) BranchCa @ Refresh
.COM+ Metwork Access (DCOM-In) COM+ Ne |:=b Export List...
. COM+ Remote Administration (DCOM-In) COM-+ Re ﬂ Help

0 Core Metwerking - Destination Unreacha... Core Mety
@ Core Metwerking - Destination Unreacha... Core Metv
@ Core Metwerking - Dynamic Host Config.. Core Metv
@ Core MNetwerking - Dynamic Host Config... Core Nety
@ Core Networking - Internet Group Mana...  Core Nety
0 Core Networking - IPHTTPS (TCP-In) Core Nety
0 Core Networking - IPvb (IPvb-In) Core Nety
0 Core Networking - Multicast Listener Do...  Core Nety
0 Core Networking - Multicast Listener Qu...  Core Netv
0 Core Metwerking - Multicast Listener Rep... Core Mety
0 Core Metwerking - Multicast Listener Rep... Core Mety

@ Core Metwerking - Meighbor Discovery A.. Core Mety
m k4

TAR—b) ZBRLT TR~ V)V LET,
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Rule Type

Select the type of firewal rule to create.

Steps:
Rule Type
Protocol and Ports
Action
Prafile

Name

Foxit PhantomPDF
User Manual

What type of rule would you like to create?

) Program
Rule that controls connections for a program.

@ Port
Rule that contrals connections for a TCP or UDP port

O Predefined:
|Branc:hCache - Content Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Vi. ITCP] ZERL T MFEDNA—HIILKR— k] Z:ERL, SQLDR— +ESZE
ABLFES RN ZVYv I LTLESL,

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

L

Name

Does this rule apply to TCP or UDP?

® TCP
O upP

Does this rule apply to all local ports or specific local ports?

O All local ports

® Specific local ports: | 1433
Example: 80, 443, 5000-5010

Vi, MEREHT 41 EBRL. TR 209 I LFES,
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Action
Specify the action to be taken when a connection matches the conditions specified in the nule.
Siteps:
Rule Type What action should be taken when a connection matches the specified conditions?
Protocol and Ports
Action
Profile

® Allow the connection
This includes connections that are protected with IPsec as well as those are not.

) Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in |Psec properties and rules in the Connection Security
Fule node.

Name

) Block the connection

viii. COFAZENDOERYT S0, BIRLEY,

Profile
Specify the profiles for which this nule applies.

Steps:
Rule Type When does this rule apply?
Pratocol and Ports
Action [v] Domain
Profile Applies when a computer is connected to its corporate domain.
Name [« Private

Applies when a computer is connected to a private network location, such as a home
or work place.

¥ Public
Applies when a computer is connected to a public network location.

iX. CORADAREHRAZIEEL T, [T 20 v LTLESLY,
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' New Inbound Rule Wizard -
Name
Specify the name and description of this rule.
Steps:
Fule Type
Protocol and Ports
Action
Profile Nemme:
[saL 1433
Name
Description {optional):
|
< Back | | Finish | | Cancel
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