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a. 7274J)L IDOCICONXML1 &HV Y vy > TS LMGHEL > TXEK]
ERRLET,

b. Tlpdf] BXDIT7AIVICKRTRT 574 2V DOFEERTE. BEL ActiveX O
FO—J)LZEMLZET, <ByExtension> 2 T RIZTFERFEMLTLEELNY

<Mapping Key="pdf" Value="pdficon.gif"OpenControl="FoxitPhantomPDF.OpenDocuments"/>
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] DOCICON - Notepad -1of x|
Fle Edit Format View Help

<?xml version="1.0" encoding="utf-8"7> -
<DocIcons>
<ByProgipn>
<Mapping Key="Excel.sheet" value="ichtmxls. ? EditText="Microsoft Excel"” oOpencontrol="sharepPoint.OpenDocuments”
<Mapping Key: FrontPa e.Editor. Document’ ue=" 1chtnrfp gif" EditText="Microsoft sharepoint Designer" opencontrol:
<Mapping Key="InfopPath.Document" va]ue-"l ddoc. gif"
<Mapping Key="Infopath.Document.2" value

EditText="M

rosoft InfoPath" opencontro'l-' Sharepoint. openxmi

1icrosoft Infopath” opencontrol="sharePoint.open:
<Mapping Key="Infopath.Document.3" value: "Microsoft Infopath” opencontrol="sharepoint.open:
<Mapping Key: < "icxddoc. gif" EditText="Microsoft Infopath" openControl="sharepoint.open:
<Mapping Key="0DC.Cube" value="icodcc.gif" Ed1tTextV "Microsoft Excel” ﬁ)encontrm—- SharePoint.OpenDocuments"/>
<Mapping Key="0DC.Database" value="icodcd.gif" EditText="Microsoft Excel" OpencControl="sharepoint.OpenDocuments"
<Mapping Key="0DC.Table" value="icodct.gif" EditText="Microsoft Excel” oOpenControl="sharepPoint,OpenDocuments"/>
<Mapping ' cnotebk.png” EditText="Microsoft OneNote" OpenControl="sharepoint.OpenDoct
<Mapping chtmppt. g1 " EditText=" M1crosoft PowerPoint” opencontro sharepoint.opent
<Mapping Key=' Pubhsher Document " =" 1ch(mpu gif" EditText="Microsoft Publisher" OpencControl="shareroint.Opet
<Mapping Key="sharePoint.Documentset” value="icdocset, gif"/>
<Mapping Key="sharePoint.webPartpPage.Document” value="icsmrtpg.gif" EditText="Microsoft sharepoint Designer" Opern«—
<Mapping Key="visio.webDrawing" va "icvdw.gif" EditText="Microsoft visio" opencontrol="sharePoint.OpenDocument:
<Mapping Key="word.Document" Value="ichtmdoc.gif" EditText="wicrosoft word" Oﬂencontro‘l= sharepoint.OpenDocuments’
<Mapping Key="XDocs.Document" value="icxddoc.gif" EditText="Microsoft InfoPath" opencontrol="sharepPoint.0OpenxmLDot
<Mapping Key="sharepoint.Link" value="DOCLINK.GIF"/

~ <Mapping Key="sharePoint.searchAdminreport"” value:
</ByProgIip>
<ByExtension>

csadrep.gif" EditText="Microsoft sharepoint Designer" Opencon

<Mapping Key="pdf" value="pdficon.gif" Opencontrn]="F0x1‘tPhantomPDF.openDocuments"/>]

<Mapping caccdb. gwf EditText="Microsoft Access" opencontrol="sharepoint.OpenDocuments"/>
<Mapping caccdb. gif"/>

<Mapping Keyf ‘accdc” caccdb. g1f

<Mapping Key="accde" caccde. gwf" Edi(Tex Microsoft Access" oOpencontrol="sharePoint.OpenDocuments" />
<Mapping i ¥ icaccde. ?n‘ EditText="Microsoft Access" OpenControl="sharePoint.OpenDocuments"/>
<Mapping icasax.gi

<Mapping

icascx.gif"”
<Mapping Key= asmx i

/>
i osoft sharepoint Designer" Opencontrol="sharePoint.openbocume
f" opencontro />

<Mapping Key- asp value: opencontro /> . . .
<Mapping " valu EditText="Microsoft sharepoint Designer" oOpencontrol="sharePoint.0OpenDocumer
<Mapping />

<Mapping opencContro

<Mapping 1cchm gif opencontro

<Mapping "icconfig.gif"” open(ontr01-

<Mapping ?ﬁ opencontro

<Mapping g'l opencontro'l-' />

<Mapping

<Mapping 1(d1‘5( g opencontrol=""/>

<Mapping icdoc.png” EditText= M1(rosoft word" opencontrol="sharePoint.OpenDocuments"
<Mapping icdocm.png” EditText="Microsoft word” OpenControl="sharePoint.0OpenDocument
<Mapping icdocx.png” EditText="Microsoft word" OpenControl="sharepPoint.OpenDocuments"
<Mapping cdot.png" EditText crosoft _word" opencontrol harePoint.OpenbDocuments

<Mapping jcdotm.png” EditTex
<Mapping Key= jcdotx.png” EditTex
<Mapping Key="dvd" value="icdvd.gif" opencontrol="

4« | M

Microsoft word" opencontrol="sharepoint.OpenDocuments’
chrosoft word" opencontrol="sharepPoint.openbocuments”;,

C. F7ANAZa—&KYLEEFTREFZETLT. A ERZEZET LTS,
o isreset #ETLET:

a RA—bAZa— > TJ7AMILNBRZEHEELTEIT > lemdiEASN L TIOK]
91wy >av>r k7Y T M Tisreset] & A7 LT Enter ¥—% 1§
LEI,

Microsoft Windows [Uersion 5.2.37981
{C» Copyright 1985-2883 Microsoft Corp.

E:“Documents and Settings“Administratoriiisreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

E:“Documents and Settings“Administrator>_

b. BEEEER. a9 FTOVT D4 U FOEFAL TS,
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Azure Active Directory Rights Management ¥ 1 v %
RA—FLH4AF

Foxit PhantomPDF [, AD RMS #4954 —E X THATESH&S1ZL 1= Windows Azure
Active Directory Rights Management (AADRM) %4 HR— k L TLVET, AD RMS & R4k
DIRET. AADRM ZFERL TXELRETHENTEET,

ADRMS [2DW\T, BLUREAZEIZDONTIE ADRMS R5E SR L T FZELY,

Microsoft Ofifce 365 M Enterprise T7 4 >3 v ZFAL TLWNIE, AADRM #FIFBT %

ZEMNTEET, AADRM = CHIADATIC, ## - #MIZ Rights Management —E X

FEOHY—EXRTSUNERINA TS L F THERLESVEASINTULEMESE,
AADRM %79 T4 123352 LIETEERA

F1-. AADRM DOF B Z#FBT 5(C1X. EEHIZCKY Windows Azure AD Rights

Management #77T7471CL TSI &, ZLTYZ47 2k PC [ Rights Management

Service Client &, Microsoft Online Services YA VAV TV RAVMMA A —ILENT

WALELABHYET,

DY IVTIE. BEEMN AADRM 279 T4 5-ODREEOBMEL.
PhantomPDF 2%|AY %9547k PCIZRHELEFBZODLVTIEANALET,

1. #B#&i-#tD Windows Azure AD Rights Management #7%5717129 %

® "L Hib Windows PowerShell BB Azure Rights Management
Administration Tool #4 7> O—RLTLFZELY,
(WindowsAzureADRightsManagementAdministration_x64.exe. %£7=
[ WindowsAzureADRightsManagementAdministration_x86.exe)

® O—ANLIZFIVA—RLTRELIZAVRN—5—T7AINEZTTILI)VIT L.
YT YT O =R EEEIL . Rights Management BEES1—I/LEAUX
F—)bbij—o

® Windows PowerShell ZRE%£7,
® LITDaAvTUREANLTESLY:

v Import-Module AADRM
v" Connect-AadrmService -Verbose

® Office365 DERIBHRD A ANKRDONDIGE XA IL TS0 (I:
user@company.onmicrosoft.com #:&)

® LITOav bz AALTESLY:

v" Enable-Aadrm
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v' Disconnect-AadrmService

2. 547>k PC @D PhantomPDF T AADRM £fIATZ3L51295

® RMS #Ee£FIAY 51-6. Rights Management Service Client 2.1
EARAM—ILLET,
bbb Moty R TV TEAFLT, A VA R=ILLTLEELY,

® Office365 &EH#ET 516 . Microsoft Online Services HA/> 1V TP R
BIONEAAN—ILLET,
bbb Moty R PYTAFL, A VR M=ILLTLEEL,

Web 4—E X DERE

PDF OZ2ABKDERYELYS, 7o RAEHEMNRBIEIZOEIRE GEMD T+ X FalHE)
HFERTBICIE. BYITWebH—ERXESQLIZDVWTHDEREEZITOLENHY ET, KL
TOFIEZETLTLESILY

1. > T X RO RMS —/3—T®D Web H—E XD HRE

a)
b)

d)

e)

f)

RMS H—\—[cEBELLTOTALET,
TiE&Y Web H—ERIZDVWTHDERIZ7AILES D oO—RKLTLESLY

X86 hiw: http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService 32.zip

X64 b http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/\WWebService 64.zip

B A—RLEI7AILEREL, Mfxrmsext] 7HILE—FZAFLTL &L,
ROGATIZ Mfxrmsext] 74N A —%23aE—LTL &L
C: ¥inetpub¥wwwroot¥_wmcs

I *m=| wmcs
“ Home Share View

(© = 1|l » Computer v Local Disk(C) » inetpub » wwwroot b _wmes b v o] [ search_

‘¢ Favorites Mame Type Size

B Desktop admin File folder

4 Downloads certification File folder

5 Recent places decemmission File folder

frrmsext File folder

- Libraries groupexpansion File folder

| Documents licensini g DA File folder
o Music 3 web.config 8/28/201310:07PM XML Configuratio... 1KB

[ Pictures

A3 —Fy bV TF+ A= 3 H—EZX (IIS: Internet Information Services)
ZRITLTLESLY,
[_wmes] 262Uy LT I77Ur—30mEm #&8RL TS,

338


https://www.microsoft.com/ja-jp/download/details.aspx?id=38396
http://www.microsoft.com/ja-jp/Download/details.aspx?id=28177
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService_32.zip
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService_64.zip

Foxit PhantomPDF

User Manual
o |
@ = |? » DRS » Sites » Default WebSite » _wmes »
File View Help
Connections y
@- |2 Q /_wmcs Home
- 2 |8 =

&5 Start Page

g Filter: - G = Show All | G by:
195 DRS (FAMS\administratar) e o & Show roup by: Area
i [} Application Pools ASP.NET
a.[&] Sites = & — P T
- =N < A \
4 € Defauit Web Site rg N ¢ o5 w2
i'i _wmcs NET NET| .NET Error .MET .MET Profile .MET Rl
b ad O Explore ilgtion Pages Globalization
b e Edit Permissions...
b :-9 d
b gr|c" Add Application... |
b lic ;7 Add Virtual Directory..
[z} aspng . .
boi7 CertE Manage Application 3 )
b F Certs = - = [ |
b CenS| G Refresh R 9 o
K Remove entic... Compression  Default Directory  Error Pag
= Switch to Content View Document  Browsing

= L

= 5
Request S5L Settings
Filtering

) ZFV5—o320EM 54 7ATICUTORBBHREAAL TS,
® T A1)7R:fxrmsext
o MIE/\X: C:¥inetpub¥wwwroot¥ wmcs¥fxrmsext

Add Application [ > |

Site name:  Default Web Site

Path: /_wmes
Alias: Application pool:
[pamsext | [.oRMsAppPoolt || select..
Example: sales
Physical path:
|C:\inetpub\wwwroot\wmcs\f’xrmsad: | IZI
Pass-through authentication
| Connect as... | | Test Settings...
[] Enable Preload

oK | | Cancel

h) BERBFHROMERI/EYIRINDZ & FEET BIZ(E. Windows REEFEMIZL T,
EBARBAEAMCL TS, BHERC 2D lMxmsext] 2 1Jvo LT, Th
Mo TEBEE] 28T 1) w9 LTLEEL,

J—bh: TAREDREMERERT 5D PDF 77 IJLIZAES 7T X L
THEEEINE &5, DHEESATVET,
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! [ » DRS » Sites » Default WebSite » _wmes » furmsext »

File View Help
FEEIEIT) = / wmcs/fxrmsext Home
----- ﬂ'ﬂ Start Page R ~ =
493 DRS (FRMS\administrator) Filter: v 7 Go -l Show Al | Group by: Area MIEEM
L [Z} Application Pools ASP.MET
a-[&] Sites = ‘ g r'\ 15
4@ Default Web Site 3 (Q; @ EEJ = =M
_wmcs NET MNET .MET Error MET .MET Profile .NET Roles  .MET Tr
I é" admin Authorizat... Compilation Pages Globalization Level

b-g certification
D'u‘z.‘ decommission
l>-.é,‘ groupexpansion
[z

pnet_cl
b 4| CertEnroll
I+ ,“_“ CertSrv

ERFEZEMICL.

SMTP E-mail
s
-3 o
2 o =2 (4 .
ASP brnpression  Default Directory  Error Pages Failet
Document  Browsing Request”
%‘ & | Configure authentication settings for sites and applications |
Request S5L Settings
Filterinn
Windows E2EZ EMICLEF T,

[ » DRS » Sites »

Default Web Site » _wmecs » furmsext »

File  View Help
@ -z
e ?ﬂ Start Page

.93 DRS (FRMS\administrator)

----- @ Application Pools

A.E Sites

4 Default Web Site
a P _wmcs

: p--k? admin
|>.L‘ certification
ST " — i

2. SQL MERE

u? Authentication

Group by: Mo Grouping ~

Mame “ Status Response Type
Ancnymous Authentication Enabled

ASP.MET Impersonation Disabled

Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Disabled HTTP 401 Challenge

a) ROBRESELTLEEL,
C:¥inetpub¥wwwroot¥ wmcs¥fxrmsext
b)

J74)L Webconfigl 2RV ) vy > TS5 LM6HL

(Notepad) #:ERL THZTET,

> A E0R
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frrmsext
Share View
. v Computer » Local Disk (C:) » inetpub » wwwroot » _wmes » fxrmsext v C,-| E
MName * Date modified Type Size
J bin 77172014 7:34 AM File folder
ds #| fermsextservice.asmix 3/4/201410:18 PM ASP.NET Web Ser... 1KB
aces j Web.config Fasmam-a AM O CONFIG File 2KB
Open
Edit
Tts Open with b | e Microsoft Visual Studio 2010
Restore previous versions |mj MNotepad
Send to 3 Choose default program...
Cut
Copy

Create shortcut
Delete

Rename

Properties

Windows SBEE A LT SQL H—N—I2A5 (4 VT 5BE8(F.IP 7 FLXO
VEA—4—REANLTHREEL, SQAL Y—N—DEREEET I2LENH Y
E3 2

<appSettings>
<add key="MyDB"
value="5erver‘ DataBase=RMSExtService;
Integrated Security=SSPI; Persist Security Info=False" >
</add>

J—hk: OVEa2A—4F2—RIZT-] #ELHEEIE. SQL2012 UEEFIALTLVS
MNTHEZRLEEL,

SQL Server BEFAEAL T SQL H—/N\—(2O5 4 > T BBEIE. LLTOFIEE
ETLTLESL:
I Server=SQL2005; DataBase=RMSExtService; User ID=myUsername;
Password=myPassword] #3E—LE9,
['Server=SQL2005; DataBase=RMSExtService; Integrated Security=SSPI,
Persist Security Info=False] [ZBEY T, BEEHMZ T 2L,

e il Format o —
<?xml version="1.8"2>
<configuration>
<lan
|"Ser~ver=SQL2995; DataBase=RMSExtService; User ID=myUsername; Password=myPassword"
-=>

<appSettings> \
<add key="MyDB"
valued"Server=SQL20@5; DataBase=RMSExtService; Integrated Security=SSPI; Persist Security Info=False"|>
</add>

</appSettings>

SQL H—N—DIERELEELET, P 7 FLRFEIFavEFa—4—%%
ABLZET,

A—H—ID ENRT—RELEELET,

EHEEFRFELTLLESL,

T—AR—RET—TLEERLET,
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i. EEHEELTSQLY—NN—(zOd14 > LET,
i. BIIEETAHArO—KLT= WebServicezip ™5 lsqll Z74ILEAFLT
(&L,
i. ERIFANEZTITLIVYILTC. T—EIR—RET—TLEERLET,
Tnhin, TET] 29092 LTLESLY,

4z CreateDatabaseRMSExtService.sqgl - DRS.RMSExtService (sa (53)) - Microsoft SQL Server Management Studio (Administrator) = | = -
File Edit View Query Project Debug Tools Window Help
T S @ A NewQuey Dy EBER | 6 B9 -© - A5G [£E

i 4] 4 | [Rmsextservice <[l ¥ Eccute | b Debug B o 35 = | 37 | 2 i
CreateDatabaseRMSE...xt5ervice (sa (33)) X _

Object Explorer
'RMSExtService') IS NULL

Connect~ 3 3 m 7 (7] .5 Ehf object_id(
MSExtServi
& |J AppMng_Service DB_12625806c2d040fb9e3de259a88c 13ed |~ EEE"‘TE DATABASE RIMSExtService
%1 |J Bdc Service DB 50bbb&20edeT4caeda720501 bbelcOed3
| J DRMS_Cenfig_drs frms_com_443

z=
-
~

=

# | DRMS DirectoryServices_drs_frms_com_443 GO —
@ |J DRMS_Logging_drs_frms_com_443 .
# | ] Managed Metadata Service_b11ad53219884fc698b630daabed] _ EIIF not exists(select * from [RMSExtSerwvice].[dbe].[ConfigurationInfo])
# [ PerformancePoint Service Application_087783ec5¢3f4c6c8986 — INSERT INTO [RMSExtService].[dbo].[ConfigurationInfo]{[RevocationInterval
® | ReportServer Go
% [J ReportserverTempDB FICREATE TABLE [RMSExtSeryicel,[dbol.[DecInfe]([ContentID] [varchar](56) NO
o 0 RMSESSeviee L T T RS o iotatancy [yarchar(58) 101 1L

# [J Database Diagrams [Creator] [varchar](58)

# [ Tables [FileName] [nvarchar](5 L,

# [ Views [CreateDate] [datetime]

# [ Synonyms [PrintTimes] [int] NOT 1

% [ Programmability [OpenTimes] [int] NOT N

# [0 Service Broker [RevecatienFlag] [bit] & Ly
[IsRevocation] [bit] NOT NULL) ON [PRIMARY]
® 3 Storage 50
# [d Security v
= | J RMSLog SR -[< m >
< TR R Y 2 Connected. (1/1) DRS (11.0RTM) | sa (53) | RMSExtService | 00:00:00 0 rows

f) RMS OEBEICT—IAR—XDIEEDOHAIEZRELET,
. e) AYA—Fy M UTH A= 3 2H—EX(IS : Internet Information
Services) ZFEE Y,
ii. BRSNS [7PT)5—a0T—)L) #9)vo L, ID OIEEMS
ThoU MEREZAFLTLESLY,

| Internet Information Services (I1S) Manager

3) |‘;’ » DRS » Application Pools

File View Help

Connections - . .
Q-2 18 ggl Application Pools
.- @5 Start Page . . . - . .
: N This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, cor
u bl applications,
; Filter: + " Go - g Show All | Group by: No Grouping -
4@ E‘EFEUItWEb Site Name - Status .NET Fram... Managed Pipel... Identity Applications
4 ;‘;’M“ L5} NET v45 Started w40 Integrated ApplicationPoolldentity 0
4 4 “"j’”_“:" 2 NET v4.5 Classic Started w40 Classic ApplicationPoolldentity 0
e ;em feation [ DRMSAppPaoli Started | 140 Classic [ RS rms_service 177
E ";‘i ecommission L} DefaultAppPool Started w40 Integrated ApplicationPoolldentity 2
=¥ groupexpansion
b (¥ licensing
b Li farmsext

[+ aspnet_client

ii.  SQL Server Management Studio #B &£,
iv. EF¥aUT4q > 0542 #BELTIEEL,
V. RMSEEED7HVY IHEHRINTOEINERLTLIZEL,
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Lo CreateDatabaseRMSExtService.sgl - DRS.RMSExtService
File Edit View Query Project Debug Tools Window Help

Pl - S b | NewQuery [ iy oy T | # A @ <
£ 800 [Rusbasenice || ¥ Brecute b Debug = o

Object Explorer

Connect~ Ej gg | T Eds

+ [__J W55_Logging ~
= [ Security
= [ Legins
&, #2MS_PolicyEventProcessingLoging®
A8, #2MS_PolicyTsglExecutionLoginds
A FRMS\Administrator
A FRMS\ms_lo
E. FRMS\rms_service I
& FRMS\sp_admin
A NT AUTHORITV\SYSTEM
A NT Service\MSSOLSERVER
A NT SERVICE\ReportServer
A NT SERVICE\SQLSERVERAGENT
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
A sa
+ [ Server Roles
+ [ Credentials
¥ [ Cryptographic Providers

£ m >

BRINTWREEIE. iDFIEZRAT Y TLTLEELY,
BRINTULWARWNMEEIX, T4 2H52) vy LTAZ2—&Y T#H
Luhvasga ] #BIRLTLEEL,

Lis CreateDatabaseRMSExtService.sgl - DRS.RMSExtService

File Edit View Project Debug Tools Window Help
Pl il (S e [ NewQuey [y pRpD | 4 3B

i3 4 | [RmsExservice | ¥ Brecute b Debug ® |
Object Explorer v ax
Connect~ 3 3 w °F 7] ;
+ [J W55_Logging ~
= [ Security
=] Logins
&, 22 Mew Login... in#E
&, #= Filter y
A FR EEEEEEE—
A FR Start PowerShell
A FR Reports 3
A FR _
A NT Refresh

A NT Service\MSSOLSERVER
£ NT SERVICE\ReportServer
A NT SERVICE\SOLSERVERAGENT
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
A sa
¥ [ Server Roles
¥ [ Credentials
+ [ Cryptographic Providers

< n >

A4 B%EAALTIOKI 20Uy  LET
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Selectapage .
é’ General g fnE IB 23
% Server Roles
128 User Mapping Login name: |FHMS\n115_service | | Search... |
] bl
g Si::? = ® Windows authentication
O QL Server authentication
Password: | |
Confim password: | |
[ Specify old password
0ld password: | |
Enforce password policy
Enforce password expiration
User must change password at next login
() Mappedto cerificate | o |
() Mapped to asymmetric key | o |
C 5 [] Map to Credential | v|| Add
Server: Mapped Credentials Credential Provider
DORS
Connection:
sa
.’_@ Miew connection propetties
Progress Remove
Ready Default database: |rr|aster v |
Default language: | <default> v |
ok | [ canca |
A

vi RMSEEEZT—IN—ARABICKRELFT.

55 Seipt ~ [ Help

Users mapped to this login
Map Database
O Report Server

Default Schema

Search_Service_Appli...
Search_Service_Appli...
Search_Service_Appli
Search_Service_Appli...
Secure_Store_Service...
SharePoint_AdminCon

1oooOooge

[] Guest account enabled for: RMSEx Service

Database role membership for: RMSExt Service

["] db_accessadmin
Server. ["] db_backupoperator
RMS ["] db_datarsader

Connection

a)

Connection:
FRMS'\administrator

33 View connection properties

Progress
Ready

["] db_datawriter
["] db_ddladmin
[ ] db_denydatareader

) public

T7AT7 04— ILERELEY,

SQL Server #r < %+ — < ¥ —®0.SQL Native Client DR DB TFIZH B4
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SAF7rvhFOraNL] BERL, TCPIP 2RV )y o AZa—&Y 7O

INTAERERL, TIHILEDR—FBEEREREL TS,

I @ SQL Mative Client 11.0 Configuration (321
b 4 50L Server Network Configuration

< ] >

% Named Pipes

3 Enabled

Protocol
=]
I Default Port Ilﬂ

Enabled Yes
Keep Alive 30000
Keep Alive Interval 1000

Default Port

Default port on which connection will be made

ok |[ cancd || apely | [ Heb

&= Sl Server Configuration Manager == =
File Action View Help
ez @B
48 50L Server Configuration Manager (Local) || Name Order Enabled
B saL Server Services % Shared Memory 1 Enabled
3. 50L Server Network Configuration (32bit| [=Tcp/ip 2 Enabled |

Windows 72 74 7 +—JL] Z#BWLT MEEM%E) #2) v LET,

@ @ A |‘ v Control Panel » System and Security » Windows Firewall w G| ‘ Search Control Panel

£

Control Panel Home

'S' Turn Windows Firewall on or

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious seftware from gaining access to your PC through the

Allow an app or feature Internet or a network.
through Windows Firewall
'S' Change notification settings l @ Domain networks Connected @

off Networks at a workplace that are attached to a dernain

@' Restore defaults

Troubleshoot my network

Windows Firewall state: On

Advanced settings . .
Incaming connections:

Active domain networks: & frms.com

Naotification state:

Block all connections to apps that are not on the list
of allowed apps

Do not notify me when Windows Firewall blocks a
new app

See also
Action Center
MNetwork and Sharing Center

l @ Private networks Mot connected @‘

l @ Guest or public networks Not connected @‘

ZIEDRA 20 ) v I LET,
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File Action View Help

rli Connection Security Rules
3 E Menitoring

< m >

Mame

@saL1433

0 Teamviewer Remote Control Application
0 Teamviewer Remote Control Application
@Tea mviewer Remote Control Service
@Tea mviewer Remote Control Service

. BranchCache Content Retrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT...
. BranchCache Peer Discovery (W5D-In)

. COM+ Metwark Access (DCOM-In)

. COM+ Remote Administration (DCOM-In)
0 Core Metwerking - Destination Unreacha...
0 Core Metwerking - Destination Unreacha...
@ Core Metwarking - Dynamic Host Config...
@ Core Metwerking - Dynamic Host Config...
@ Core Netwerking - Internet Group Mana...
@ Core Networking - IPHTTPS (TCP-In)

0 Core Networking - IPvG (IPvb-In)

0 Core Networking - Multicast Listener Do...
0 Core Networking - Multicast Listener Qu...

@ Core Networking - Multicast Listener Rep...
0 Core Metwerking - Multicast Listener Rep...
0 Core Metwerking - Meighbor Discovery A..

BranchCa
BranchCa
BranchCa
COM=+ Me
COM-+ Re
Core Nety
Core Nety
Core Nety
Core Nety
Core Nety
Core Nety
Core Netv
Core Netv
Core Netv
Core Netv
Core Nety
Core Netv v

>

@

'
'
'

B

MNew Rule...
Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

v v v

MFHLWRAL...D 29Uy ILET,

File Action View Help

o< z1E = H
‘ Windows Firewall with Advance

nbound Rules

&% Outbound Rules
!‘l‘ Connection Security Rules
3 ﬁ Manitoring

Inbound Rules

Mame

@saL1433

OTea mviewer Remote Control Application
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Rule Type

Select the type of firewall rule to create.

Steps:
Rule Type
Protocol and Ports
Action
Profile

MName

Foxit PhantomPDF
User Manual

What type of rule would you like to create?

) Program
Rule that controls connections for a program.

@ Port
Rule that contrals connections for a TCP ar UDP port.

O Predefined:
| BranchCache - Content Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Vi. [TCPJ ZERL T MFEDA—AIILKR— ] ZERL., SQLDKR— +ESZE
ABLES RN ZVYv I LTLESL,

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

L

Name

Does this rule apply to TCP or UDP?

® TCP
O upP

Does this rule apply to all local ports or specific local ports?

O All local ports

® Specific local ports: | 1433
Example: 80, 443, 5000-5010

Vi, MERZHT 51 ZBRL. TR 20U 9O LES,
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Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Siteps:
Rule Type What action should be taken when a connection matches the specified conditions?
Protocol and Ports
Action
Profile

® Allow the connection
This includes connections that are protected with |Psec as well as those are not.

) Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Fule node.

Name

) Block the connection

vii. CORAEWVNDOERT HH. EIRLET,

Profile
Specify the profiles for which this nule applies.

Steps:

@ FRule Type When does this rule apply?
@ Protocol and Ports

@ Action [+ Domain
- Applies when a computer is connected to its comporate domain.
L

Profile
Name [V Private
Applies when a computer is connected to a private network location, such as a home
or work place.
¥ Public

Applies when a computer is connected to a public network location.

iX. CORBDAFERAZHEEL T, IETI 22Uy LTLLEEL,
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& New Inbound Rule Wizard -
Name
Specify the name and description of this rule.
Steps:
@ Rule Type
@ Protocol and Ports
@ Action
@ Profis N

[saL 1433
@ Name

Description (optional):

|
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